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[bookmark: _Toc239422653]Abstract
This policy sets out how Johnson Educational & Teaching Services (JETS), a Western Australian sole trader operating under ABN 15 440 542 589, handles personal information. JETS provides tutoring to adult healthcare students, consultancy to educational institutions, and custom educational software and teaching aids. Its operations are almost entirely online and are delivered through a hybrid technology stack comprising a self-hosted WordPress site, TutorBird for student administration, Calendly and Stripe for scheduling and payment, and purpose-built applications hosted on Render that draw on third-party generative artificial intelligence services.
The policy describes the categories of personal information JETS collects, the lawful purposes for which it is used, the third-party providers who process it, the security controls applied to it, and the periods for which it is kept. It sets out the rights available to individuals, including access, correction and complaint, and specifies the process JETS follows in the event of a data breach. JETS is presently below the turnover threshold at which the Privacy Act 1988 (Cth) applies automatically, but it has elected to align its practices with the thirteen Australian Privacy Principles as a matter of policy and in anticipation of the reforms currently before the Commonwealth Parliament.
Two matters warrant particular emphasis. JETS provides services to adults only and does not knowingly collect information from anyone under eighteen. All clinical scenarios, patient histories and simulation profiles used in JETS teaching materials are entirely fictional; JETS does not collect, process or store real patient health information of any kind.
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[bookmark: _Toc239422655]1. Purpose and Scope
Johnson Educational & Teaching Services ("JETS", "we", "us", "our") is a sole trader business owned and operated by Philip Johnson, registered under ABN 15 440 542 589 and based in Western Australia. JETS delivers three lines of service: tutoring and academic support for healthcare students; consultancy to educational institutions in assessment design and simulation education; and the development of custom educational tools, including AI-assisted learning software, three-dimensional teaching aids and simulation hardware.
This policy explains what personal information JETS collects, why it is collected, how it is used and disclosed, where it is stored, how long it is kept, and how it is protected. It also explains how an individual may access or correct their information, or complain about how it has been handled.
[bookmark: _Toc239422656]1.1 What this policy covers
This policy applies to all personal information JETS handles in the course of its business, including information collected through:
1. the JETS website and any contact, enquiry or subscription forms it hosts;
1. the WIX student administration platform;
1. Google Workspace bookings and Stripe payment transactions;
1. JETS-developed educational and simulation applications hosted on Render;
1. email, telephone, video sessions and other direct correspondence; and
1. purchases of digital products, including STL files and printed teaching aids.
[bookmark: _Toc239422657]1.2 Who this policy applies to
This policy applies to adult students and prospective students, staff and representatives of institutional clients, purchasers of JETS products, suppliers and contractors, and visitors to the JETS website.
[bookmark: _Toc239422658]1.3 Services to adults only
JETS provides tutoring services to adults only. We do not accept students under the age of eighteen and we do not knowingly collect personal information from a person under eighteen. Where JETS becomes aware that it holds information belonging to a minor, that information will be destroyed or de-identified as soon as practicable. 
[bookmark: _Toc239422659]1.4 No real patient or clinical information
JETS teaching materials, simulation scenarios and AI-assisted tools use entirely fictional patient profiles, histories and clinical data created for training purposes. JETS does not collect, process, store or transmit real patient health information, and students are instructed not to submit information that identifies a real patient. Any such information received in error will be deleted immediately and the sender notified.
[bookmark: _Toc239422660]2. Regulatory Context
The following framework informs this policy. It is set out here so that the basis for JETS practices is transparent to students, institutional clients and any regulator.
[bookmark: _Toc239422661]2.1 The Privacy Act and the Australian Privacy Principles
The Privacy Act 1988 (Cth) regulates the handling of personal information by "APP entities" through thirteen Australian Privacy Principles (APPs). Section 6D of the Act currently exempts most businesses with an annual turnover of $3 million or less. On its present turnover, JETS falls within that exemption and is not automatically an APP entity.
JETS has nonetheless elected to conduct itself as though the APPs applied. This position reflects the nature of the work — adult healthcare students entrust JETS with information about their study, their assessments and their professional development — and the direction of legislative reform. The Privacy and Other Legislation Amendment Act 2024 commenced the first tranche of reforms in December 2024, and the Commonwealth Government has committed to a second tranche that would remove the small business exemption. As at the date of this policy the second tranche has not been enacted, and exposure draft legislation released in August 2026 remains under consultation. JETS will move to full compliance on commencement without further transition. JETS may also elect to opt in as an APP entity under section 6EA of the Act.
[bookmark: _Toc239422662]2.2 Data breach notification
Part IIIC of the Privacy Act establishes the Notifiable Data Breaches scheme, which obliges APP entities to notify affected individuals and the Office of the Australian Information Commissioner of eligible data breaches. JETS applies the scheme voluntarily. Section 5 of this policy sets out the response process.
[bookmark: _Toc239422663]2.3 Other applicable obligations
1. Spam Act 2003 (Cth) — JETS sends commercial electronic messages only with consent, identifies itself in every message, and provides a functional unsubscribe facility.
1. Australian Consumer Law — records of transactions are kept to support consumer guarantees and refunds.
1. Taxation Administration Act 1953 (Cth) — financial records, including invoices and receipts, are retained for five to seven years as required by the Australian Taxation Office.
1. Health Practitioner Regulation National Law (WA) — the owner of JETS is a registered nurse and is bound by the professional confidentiality obligations attaching to that registration, independently of this policy.
1. Western Australia has no general privacy statute governing the private sector; Commonwealth law and this policy therefore govern JETS data handling in this State.
1. Where JETS provides services to individuals located in the European Union or the United Kingdom, the General Data Protection Regulation may apply and JETS will honour the additional rights it confers, including erasure and data portability.
[bookmark: _Toc239422664]3. How JETS Handles Personal Information
This section describes whose information is collected, the systems in which it is held, the procedures applied to it, and the controls that protect it. A consolidated inventory appears at Appendix A.
[bookmark: _Toc239422665]3.1 Whose information we collect
JETS operates at a deliberately small scale, typically between one and thirty active students at any one time. The categories of individual whose information JETS holds are:
1. Students and prospective students — adults enrolled in or considering healthcare qualifications, who provide contact details, the institution and units they are studying, their learning goals and assessment requirements, and the content of tutoring sessions.
1. Institutional clients — staff of universities, registered training organisations and health services engaging JETS for consultancy, who provide business contact details and project information.
1. Product purchasers — buyers of STL files, printed teaching aids and other JETS products, who provide contact and delivery details.
1. Suppliers and contractors — business contact and payment details.
1. Website visitors — technical information described at clause 3.4.
JETS does not collect sensitive information as defined by the Privacy Act, including health information, racial or ethnic origin, political opinions, religious beliefs, sexual orientation or criminal record, unless an individual volunteers it for a specific purpose — for example, disclosing a learning adjustment so that tutoring can be adapted. Where that occurs, the information is collected only with consent, used only for the purpose disclosed, and destroyed when it is no longer needed.
[bookmark: _Toc239422666]3.2 Systems and service providers
JETS builds and maintains its own software and relies on a small number of established third-party services. Each is named below with its role and the information it processes.
[bookmark: _Toc239422667]Platforms operated by JETS
1. WIX website — self-hosted on managed Australian hosting under a .com.au domain. Handles marketing content, enquiries and product listings. Collects contact form submissions and standard server logs.
1. Custom applications on Render — educational and simulation tools operating continuously as web services, background workers and databases. Handle learning inputs, session state and application logs.
1. GitHub — source code repositories and deployment pipelines. Contains no student personal information; credentials are held as environment variables and are never committed to a repository.
[bookmark: _Toc239422668]Third-party services
1. WIX — student administration, scheduling and lesson records.
1. Google Workspace — session booking and automated video link generation.
1. Stripe — all payment processing. Card details are entered directly into Stripe and are never seen, transmitted or stored by JETS. JETS retains only transaction records, invoices and receipts.
1. Anthropic and OpenAI — generative AI services accessed by JETS applications through their commercial APIs. JETS uses accounts configured so that submitted content is not used to train the providers’ models. Section 3.3 explains what is and is not sent to these services.
1. Malwarebytes for Teams — endpoint security and virtual private network across JETS devices.
[bookmark: _Toc239422669]Disclosure outside Australia
Several of these providers process information on servers outside Australia, principally in the United States and the European Union. By using JETS services, individuals acknowledge that their information may be processed overseas. JETS selects providers that publish binding data protection commitments and standard contractual clauses, and takes reasonable steps to ensure they handle personal information consistently with the Australian Privacy Principles. JETS does not sell personal information and does not disclose it to any party for that party’s own marketing purposes.
[bookmark: _Toc239422670]3.3 Collection, use and disclosure
[bookmark: _Toc239422671]How information is collected
JETS collects personal information directly from the individual wherever it is reasonable and practicable to do so — through enquiry forms, booking and payment flows, correspondence, and the content of tutoring sessions. Information is occasionally collected from an institutional client where that client engages JETS to support named staff or students, in which case the client is responsible for having obtained the necessary consent.
An individual may deal with JETS anonymously or under a pseudonym when making a general enquiry. Tutoring, invoicing and consultancy engagements cannot practicably be delivered without identifying information.
[bookmark: _Toc239422672]How information is used
1. to respond to enquiries and provide quotes;
1. to schedule, deliver and follow up tutoring sessions, workshops and consultancy;
1. to issue invoices, take payment and maintain financial records;
1. to tailor teaching materials, practice questions and simulation scenarios to a student’s stated units and assessments;
1. to operate, maintain, secure and improve JETS software and teaching tools;
1. to meet taxation, consumer law and professional obligations; and
1. to send service-related communications, and marketing communications where consent has been given.
[bookmark: _Toc239422673]Use of artificial intelligence
Some JETS tools send text to third-party AI services to generate explanations, practice questions, feedback and simulated patient responses. JETS applies the following limits:
1. Content is sent under commercial API terms configured so that it is not used to train the providers’ models.
1. Student names, contact details, payment information and institution records are not sent to AI providers. Where a tool needs to identify a session, it uses a non-identifying reference.
1. Simulated patients and clinical scenarios are fictional constructs and contain no real patient data.
1. AI-generated output is a teaching aid. It is reviewed by a qualified educator before being relied upon and is never a substitute for clinical judgement, institutional assessment criteria or professional advice.
1. No automated decision is made about any individual that produces a legal or similarly significant effect. Assessment feedback, grading advice and progression recommendations remain human judgements.
[bookmark: _Toc239422674]When information is disclosed
JETS discloses personal information only to the service providers named in clause 3.2 for the purposes described; to an institutional client where JETS has been engaged by that client and the individual has been told of the arrangement; to professional advisers such as accountants and insurers under confidentiality obligations; and where disclosure is required or authorised by law, or is necessary to prevent a serious threat to life, health or safety.
[bookmark: _Toc239422675]3.4 Website data and cookies
The JETS website collects the technical information ordinarily generated by a web server, including IP address, browser and device type, referring page, pages viewed and the date and time of access. This information is used to keep the site secure and to understand which content is useful. Cookies are used to maintain sessions and remember preferences; most browsers can be configured to refuse them, though some site functions may then not work. Embedded Calendly and Stripe components set their own cookies and are governed by those providers’ privacy policies.
[bookmark: _Toc239422676]3.5 Security, storage and retention
JETS applies the following controls, proportionate to the nature and volume of the information held:
1. Master student administrative records — names, contact details and invoicing logs — are held locally on a dedicated hardware-encrypted USB drive using AES-256 encryption, rather than in general cloud storage.
1. Multi-factor authentication is enabled on every business account that supports it.
1. Malwarebytes for Teams provides endpoint protection and VPN coverage across JETS devices.
1. Application credentials and API keys are stored as environment variables in the hosting platform and are never committed to source control.
1. Access to JETS systems and records is restricted to the business owner. JETS has no employees with access to student data.
1. Work is conducted from a dedicated home office used solely for JETS business.
1. Transport-layer encryption is applied to all web traffic and API calls.
Retention periods are set out in Appendix A. In summary, financial records are kept for seven years to meet taxation and consumer law obligations; student administrative records are kept for seven years after the final session so that JETS can respond to queries about work delivered; enquiry records that do not lead to an engagement are deleted after twelve months; and application session data is purged on a rolling thirty-day cycle unless the student asks for it to be retained. When information is no longer required for any lawful purpose, it is securely destroyed or de-identified.
[bookmark: _Toc239422677]4. Your Rights and Choices
[bookmark: _Toc239422678]4.1 Access
An individual may request access to the personal information JETS holds about them. JETS will respond within thirty days and will provide the information in a usable form at no charge, unless an exception under the Privacy Act applies. Where access is refused, JETS will give written reasons and explain how to complain.
[bookmark: _Toc239422679]4.2 Correction
If information JETS holds is inaccurate, out of date, incomplete, irrelevant or misleading, an individual may ask for it to be corrected. JETS will correct it, or explain in writing why it will not, within thirty days.
[bookmark: _Toc239422680]4.3 Deletion
An individual may ask JETS to delete their personal information. JETS will do so unless it is required to keep the information by law — most commonly taxation records — in which case it will explain what is being retained and for how long.
[bookmark: _Toc239422681]4.4 Marketing and consent
Marketing communications are sent only with consent and every message carries an unsubscribe link. Consent to any optional use of personal information may be withdrawn at any time by contacting JETS; withdrawal does not affect anything done before it was received.
[bookmark: _Toc239422682]4.5 Making a complaint
Complaints about the handling of personal information should be made in writing to JETS at the address in Section 7. JETS will acknowledge a complaint within five business days and provide a substantive response within thirty days. If the outcome is unsatisfactory, the complainant may refer the matter to the Office of the Australian Information Commissioner at oaic.gov.au or on 1300 363 992.
[bookmark: _Toc239422683]5. Data Breach Response
A data breach occurs where personal information held by JETS is lost, or is accessed or disclosed without authorisation. JETS maintains the response process set out at Appendix B, aligned with the Notifiable Data Breaches scheme.
On becoming aware of a suspected breach, JETS will contain it immediately and complete an assessment within thirty days. Where the breach is likely to result in serious harm and the risk cannot be remediated, JETS will notify affected individuals and the Office of the Australian Information Commissioner as soon as practicable, describing what happened, what information was involved, and what those affected should do. Every incident, notifiable or not, is recorded in the JETS incident register and reviewed for the controls it suggests.
Given the concentration of student records on a single encrypted device, JETS treats loss or theft of that device as its highest-consequence privacy risk and maintains an encrypted backup held separately.
[bookmark: _Toc239422684]6. Statement of Commitment
JETS handles a modest volume of personal information for a small number of adult students, and does so as a business whose owner is a registered nurse and educator bound by professional confidentiality. That combination sets the standard this policy is written to. JETS collects only what it needs, keeps it no longer than it must, protects it with controls proportionate to its sensitivity, and tells people plainly what happens to it.
JETS is not presently required by the Privacy Act to do any of this. It does so because the students who use its services are entitled to expect it, and because the legislative direction of travel makes voluntary alignment today the least disruptive path to compliance tomorrow.
[bookmark: _Toc239422685]7. Contact, Review and Actions
[bookmark: _Toc239422686]7.1 Contact
Privacy enquiries, access and correction requests, and complaints should be directed to:
Philip Johnson, Privacy Officer
Johnson Educational & Teaching Services  |  ABN 15 440 542 589
Email: phillip@johnsoneducationalteachingservices.com.au
Web: http://johnsoneducationalteachingservices.com.au/
[bookmark: _Toc239422687]7.2 Review and outstanding actions
This policy is reviewed annually, and additionally on any material change to JETS services, technology stack or the law. The following actions arise from the current review:
1. Insert the business email address, domain and postal address at clause 7.1 before publication (clause 7.1).
1. Confirm the data residency and sub-processor terms of WIX, Google Workspace, Render and Stripe, and record the outcome against clause 3.2.
1. Verify in writing that Anthropic and OpenAI accounts used by JETS are configured so that submitted content is excluded from model training, and retain the confirmation (clause 3.3).
1. Finalise the bundled Technology Errors and Omissions policy, comprising professional indemnity and cyber liability cover, and record the insurer and policy number in JETS-OPS-REF-001.
1. Establish and test the encrypted offsite backup of the student records device, and document the restore procedure (clause 5).
1. Create the incident register referred to in Section 5 and record a nil return at each annual review.
1. Publish the operative sections of this policy — Sections 1 and 3 to 5, and clause 7.1 — on the JETS website and link them from every enquiry, booking and checkout page.
1. Reassess the small business exemption position on passage of the second tranche of Privacy Act reforms and, if the exemption is removed, reissue this policy as Revision 1.
1. Review this policy against the Children’s Online Privacy Code once registered, to confirm that the adults-only position at clause 1.3 is adequately evidenced on the website.
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[bookmark: _Toc239422689]Appendix A: Personal Information Inventory
The table below records what JETS holds, where it is held and how long it is kept. It is the working record referred to throughout Section 3 and is updated whenever a system or provider changes.
	Data category
	Examples
	Where it is held
	Retention

	Enquiry data
	Name, email, study area, enquiry text
	WIX site; email account
	Deleted 12 months after last contact if no engagement follows

	Student administrative data
	Name, email, phone, institution, unit codes, session notes
	WIX; hardware-encrypted USB (AES-256) master record
	7 years after final session (tax and professional records)

	Booking data
	Selected time slot, time zone, video link
	Google Workspace
	24 months

	Payment data
	Transaction records, invoices, receipts. Card numbers are never seen or held by JETS
	Stripe; local invoice log
	7 years (ATO record-keeping)

	Learning-tool data
	Prompts, responses and session inputs in JETS AI tools
	Render application databases; AI provider APIs in transit
	Session data purged on a rolling 30-day cycle unless the student asks for it to be kept

	Simulation content
	Fictional patient scenarios, cases and OSCE stems
	Render; local development environment
	Retained indefinitely — contains no real personal or health information

	Website technical data
	IP address, browser type, pages viewed
	WIX hosting logs and analytics
	12 months

	Correspondence
	Emails, messages, feedback
	Email account; encrypted USB archive
	7 years


Retention periods run from the date of last activity. Where a legal obligation requires a longer period than shown, the legal period prevails.


[bookmark: _Toc239422690]Appendix B: Data Breach Response Checklist
[bookmark: _Toc239422691]Step 1 — Contain (immediately)
1. Stop the unauthorised access or disclosure; disconnect, disable or revoke as required.
1. Change credentials and rotate any exposed API keys.
1. Record the time of discovery and the actions taken.
[bookmark: _Toc239422692]Step 2 — Assess (within 30 days)
1. Identify what information was involved, whose information it was, and how many people are affected.
1. Determine the cause and whether the exposure is ongoing.
1. Assess whether serious harm is likely, considering the sensitivity of the information, the protections in place such as encryption, and who may have obtained it.
[bookmark: _Toc239422693]Step 3 — Notify (as soon as practicable)
1. Where serious harm is likely and cannot be remediated, notify affected individuals directly and lodge a statement with the Office of the Australian Information Commissioner.
1. Describe the breach, the information involved, and the steps individuals should take to protect themselves.
1. Notify the insurer under the cyber liability policy and, where payment data is implicated, notify Stripe.
[bookmark: _Toc239422694]Step 4 — Review
1. Record the incident in the JETS incident register.
1. Identify the control that failed and implement the remedy.
1. Update this policy and Appendix A if the incident reveals a gap.
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